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FOREWORD
It is very important to check all your computer 
equipment and property prior to turn-in to the 

DRMO, for any “SecretSecret”, “ClassifiedClassified”, 
“ConfidentialConfidential”, “Tempest*Tempest*”” or “HazardousHazardous” 

indicator! 
* Please click on TEMPEST to read the definition!

For For USAREURUSAREUR (ARMY)(ARMY)
Remember – Class IIClass II Reportable and Class Class 

VIIVII – property - DRMO’s requiring  
“Disposition InstructionsDisposition Instructions” from 200th MMC
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QUICK REFERENCE GUIDE

• DD FORM 1348-1A/2 MUST BE PROPERLY COMPLETED IN 4 COPIES

• STATEMENTS IN BLOCK 27. “ADDITIONAL DATA” ON DD FORM 1348-1A/2:

- “HARD DRIVE OR SIMILAR DATA STORAGE COMPONENTS HAVE BEEN REMOVED.”

- “CPU CONTAINS NO CLASSIFIED, CONFIDENTIAL OR HAZARDOUS MATERIALS.”

- “The equipment described by this document meets the disposition requirements in accordance with the DoD Memorandum “Disposition of

Unclassified Computer Hard Drives”, dated June 4. 2001.”

• IN BLOCK 26 ON DD FORM 1348-1A/2 ENTER CPU CHASSIS SERIAL NUMBER(S) FOR YOUR CONVENIENCE AND REFERENCE 

• CPU CHASSIS MUST ALSO HAVE CERTIFICATION THAT THE HARD DRIVE WAS REMOVED. THIS MAY BE ACCOMPLISHED BY ATTACHING A 

DLIS FORM 1867 AND CHECK MARK THE BOX THAT STATES “HARD DRIVE OR SIMILAR DATA STORAGE COMPONENTS HAVE BEEN

REMOVED”

QUICK REFERENCE GUIDE FOR CPU’S WITHOUT HARD DRIVES

QUICK REFERENCE GUIDE FOR CPU’S WITH HARD DRIVES
• DD FORM 1348-1A/2 MUST BE PROPERLY COMPLETED IN 4 COPIES

• STATEMENTS IN BLOCK 27. “ADDITIONAL DATA” ON DD FORM 1348-1A/2:

- “CPU CONTAINS NO CLASSIFIED, CONFIDENTIAL OR HAZARDOUS MATERIALS.”

- “The equipment described by this document meets the disposition requirements in accordance with the DoD Memorandum “Disposition of

Unclassified Computer Hard Drives”, dated June 4. 2001.”

• IN BLOCK 26 ON DD FORM 1348-1A/2 ENTER CPU CHASSIS SERIAL NUMBER(S) FOR YOUR CONVENIENCE AND REFERENCE 

• CPU CHASSIS MUST ALSO HAVE CERTIFICATION THAT THE HARD DRIVE WAS REMOVED. THIS MAY BE ACCOMPLISHED BY ATTACHING A 

DLIS FORM 1867 AND CHECK MARK THE BOX THAT STATES “HARD DRIVE OR SIMILAR DATA STORAGE COMPONENTS HAVE BEEN

REMOVED”
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DD FORM 1348-1A/2
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These are the information you have to 
complete on the DD FORM 1348-1A/2!

• INSERT THE ACTUAL QUANTITY

• UNIT PRICE

• TOTAL PRICE

• SHIP TO: INSERT YOUR UNIT NAME ADDRESS …..

• SPECIFY THE NOMENCLATURE I.E. CPU, PRINTER, MONITOR

• INSERT YOUR DTID (DISPOSAL TURN IN DOCUMENT NUMBER) DoDAAC, JULIAN DATE       
AND SERIAL NUMBER FOR THE DOCUMENT

• NSN/STOCKNUMBER OR FSC: 7021-00 CPU / 7025-00 MONITOR / 7025-00 PRINTER … 

• LIST YOUR SERIAL NUMBERS OF CPU CHASSIS FOR YOUR CONVENIANCE

• STATEMENTS/CERTIFICATIONS 

• COMPLETE POC INFORMATION 

• 25-29

• 74-80

• 1. TOTAL PRICE

• 2. SHIP FROM

• 17. NOMENCLATURE

• 24. DOCUMENT NUMBER & …

• 25. NATIONAL STOCKNUMBER …

• 26. CAN BE USED FOR SERIAL NUMBERS

• 27. ADDITIONAL DATA

• REMEMBER TO PRINT 3 MORE COPIES FROM YOUR MASTER, SO YOU HAVE A SET OF 4 COPIES TOTAL 

IF YOU HAVE CPU’S WITH HARD DRIVE DELETE THE SENTENCE : 
“HARD DRIVE OR SIMILAR DATA STORAGE COMPONENTS HAVE BEEN REMOVED”
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DD FORM 1348-1A
ALL PROPERTY MUST BE ACCOMPANIED BY A PROPERLY 
PREPARED DISPOSAL TURN-IN DOCUMENT (DTID) –
DD FORM 1348-1A/2
A MINIMUM OF ONE (1) ORIGINAL AND THREE (3) LEGIBLE 
COPIES MUST ACCOMPANY PROPERTY TURNED IN FOR 
DISPOSAL PROCESSING.  A RECEIPT COPY OF THE DTID MAY 
BE PROVIDED TO THE UNIT’S REPRESENTATIVE/DRIVER. 
EACH DIFFERENT NATIONAL STOCK NUMBER (NSN) OR 
FEDERAL SUPPLY GROUP (FSG)/FEDERAL STOCK CLASS (FSC) 
WITH NOMENCLATURE REQUIRES A SEPERATE DD FORM 
1348-1A/2
COMPLETE POC INFORMATION IS REQUIRED I.E. PRINT NAME, 
SIGNATURE, PHONE NUMBER AND ADDRESS.
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DD FORM 1348-1A/2

PLEASE CLICK ON THE BELOW LINKS
TO SEE OR PRINT OUT THE DD FORM 1348-1A/2

http://www.drms.dla.mil/turn-in/

HOW TO FILL OUT THE DD FORM 1348-1A/2 CHECK 
UNDER COMPLETE HANDBOOK:

http://www.drms.dla.mil/drms/internal/General/Publications/publications.html

http://www.drms.dla.mil/turn-in/
http://www.drms.dla.mil/turn-in/
http://www.drms.dla.mil/drms/internal/General/Publications/publications.html
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If you are interested in utilizing Electronic Turn-In Documents 
– just click:

https://www.drms.dla.mil/etid.html

https://www.drms.dla.mil/etid.html
https://www.drms.dla.mil/etid.html
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Web Enabled Based Document Conversion System 



13

Web Enabled Based Document Conversion System 

At the first screen of WEB 
DOCS – click “IMAGE DATA 
RETRIEVAL”

https://www.drms.dla.mil/web_docs/index.html

https://www.drms.dla.mil/web_docs/index.html
https://www.drms.dla.mil/web_docs/index.html
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Web Enabled Based Document Conversion System 

Just click below to launch to WEB DOCS

https://www.drms.dla.mil/web_docs/index.html

https://www.drms.dla.mil/web_docs/index.html
https://www.drms.dla.mil/web_docs/index.html
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1. TYPE IN: 2. TYPE IN:

3. CLICK:
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HOW TO TURN-IN
CPU’S 

WITHOUTWITHOUT HARD DRIVES
The term “hard drive” includes:

a. Rigid storage media such as removable disk packs; (e.g., single 
and multiple platter disk packs); sealed disk drives, hard disk 
assemblies (HDAs); and magnetic cartridges.

b. Optical storage media to include but not limited to optical 
disks, optical tape and optical Bernoulli cartridges.
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CPU’S WITHOUTWITHOUT
HARD DRIVES

HAVE THE HARD DRIVE OR SIMILAR DATA STORAGE 
COMPONENTS REMOVED
INFORMATION ON CPU CHASSIS / HOUSING IS 
REQUIRED – YOU MAY USE THE DLIS 1867 AND 
CHECK MARK “CHECK IF HARD DRIVE OR SIMILAR 
DATA STORAGE COMPONENTS HAVE BEEN 
REMOVED”
HAVE DTID NUMBER ON DLIS 1867
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PLEASE REMEMBER TO REMOVE 
ALSO FROM:

NOTEBOOKS
LAPTOPS
DOCKING STATION(S)
HANDHELD COMPUTERS (PALM …)
ORGANIZER(S)
AND OTHER(S)

SEE NEXT SLIDE
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PLEASE REMEMBER TO REMOVE:
CD-ROM(S) MEDIA (NOT THE CD-ROM DRIVE)
FLOPPY DISKETTE(S) (NOT THE DISKETTE DRIVE)
ZIP MEDIA(S) (NOT THE ZIP DRIVE)
PCMCI CARD(S)
SMART MEDIA CARD(S)
MULTIMEDIA CARD(S)
COMPACT FLASH CARD(S) 
SECURE DATA CARD(S)
MEMORY STICK(S)
MICRODRIVE(S) 
BACK UP TAPE(S)
ETHERNET CARD(S) EXTERNAL
MODEM CARD(S) EXTERNAL
LAN CARD(S) EXTERNAL
NETWORK CARD(S) EXTERNAL

INTERNAL DEVICES (GRAPHIC-, SOUND-, NETWORK-
OR CONTROLLER CARDS) MAY STAY IN THE CPU
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STATEMENTS 
FOR

CPU’S WITHOUTWITHOUT HARD 
DRIVES 
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STATEMENTS REQUIRED ON DD 
FORM 1348-1A/2 FOR CPU(S) 
WITHOUT HARD DRIVES:

HARD DRIVE OR SIMILAR DATA STORAGE COMPONENTS HAVE BEEN 
REMOVED 

CPU CONTAINS NO CLASSIFIED, CONFIDENTIAL OR HAZARDOUS 
MATERIALS 

“The equipment described by this document meets the 
disposition requirements in accordance with the DoD 
Memorandum “Disposition of Unclassified Computer Hard 
Drives”, dated June 4. 2001.”

ALL 3 STATEMENTS ARE REQUIRED ON THE ALL 3 STATEMENTS ARE REQUIRED ON THE 

DD FORM 1348DD FORM 1348--1A/2 IN BLOCK 27 (ADDITIONAL DATA)1A/2 IN BLOCK 27 (ADDITIONAL DATA)

Print name, rank/grade and signature of individual 
certifying the above information
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LABEL
FOR

CPU’S WITHOUTWITHOUT
HARD DRIVES 



23

PREFERED LABEL FOR CPU’S 
WITHOUTWITHOUT HARD DRIVE(S)

CHECK MARK THIS BOX IF 
HARD DRIVE(S) OR OTHER 
HAVE BEEN REMOVED

INSERT THE DTID NUMBER

DTID NUMBER to be found on the DD Form 1348-1A/2 in field 24. (vertical)
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HOW TO TURN-IN
CPU’S 

WITHWITH HARD DRIVES

The term “hard drive” includes:

a. Rigid storage media such as removable disk packs; (e.g., single 
and multiple platter disk packs); sealed disk drives, hard disk 
assemblies (HDAs); and magnetic cartridges.

b. Optical storage media to include but not limited to optical 
disks, optical tape and optical Bernoulli cartridges.
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CPU’S WITHWITH HARD DRIVES

Housings containing overwritten Hard Drives

The generator must attach the label DLIS 1867 on each 
housing. The label must contain the following:

• serial number of the housing

• method of sanitization

• manufacturer, product version, date used or approved 
metal destruction facility
• DTID NUMBER

• printed name, rank/grade, signature and date
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PLEASE REMEMBER TO REMOVE 
ALSO FROM:

NOTEBOOKS
LAPTOPS
DOCKING STATION(S)
HANDHELD COMPUTERS (PALM …)
ORGANIZER(S)
AND OTHER(S)

SEE NEXT SLIDE
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PLEASE REMEMBER TO REMOVE:
CD-ROM(S) MEDIA (NOT THE CD-ROM DRIVE)
FLOPPY DISKETTE(S) (NOT THE DISKETTE DRIVE)
ZIP MEDIA(S) (NOT THE ZIP DRIVE)
PCMCI CARD(S)
SMART MEDIA CARD(S)
MULTIMEDIA CARD(S)
COMPACT FLASH CARD(S) 
SECURE DATA CARD(S)
MEMORY STICK(S)
MICRODRIVE(S) 
BACK UP TAPE(S)
ETHERNET CARD(S) EXTERNAL
MODEM CARD(S) EXTERNAL
LAN CARD(S) EXTERNAL
NETWORK CARD(S) EXTERNAL

INTERNAL DEVICES (GRAPHIC-, SOUND-, NETWORK-
OR CONTROLLER CARDS) MAY STAY IN THE CPU
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STATEMENTS 
FOR

CPU’S WITHWITH HARD 
DRIVES 
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STATEMENTS REQUIRED ON 
DD FORM 1348-1A/2 
FOR CPU’S WITHWITH HARD DRIVES:

CPU CONTAINS NO CLASSIFIED, CONFIDENTIAL OR HAZARDOUS 
MATERIALS 

“The equipment described by this document meets the disposition 
requirements in accordance with the DoD Memorandum “Disposition 
of Unclassified Computer Hard Drives”, dated June 4. 2001.”

BOTH STATEMENTS ARE REQUIRED ON THE BOTH STATEMENTS ARE REQUIRED ON THE 

DD FORM 1348DD FORM 1348--1A/2 IN BLOCK 27 (ADDITIONAL DATA)1A/2 IN BLOCK 27 (ADDITIONAL DATA)

Print name, rank/grade and signature of individual 
certifying the the above information
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LABEL
FOR

CPU’S WITHWITH
HARD DRIVES 
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LABEL FOR
CPU’S WITHWITH

HARD DRIVES 

.pdf Fillable Form: http://www.drms.dla.mil/turn-in/dlis1867.pdf

.frp Form Flow Form: http://www.drms.dla.mil/turn-in/

http://www.drms.dla.mil/turn-in/dlis1867.pdf
http://www.drms.dla.mil/turn-in/
http://www.drms.dla.mil/turn-in/
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LABEL FOR CPU’S WITHWITH HARD DRIVES

http://www.drms.dla.mil/turn-in/dlis1867.pdf

The DLIS Form 1867 .pdf form has been re-
sized, so it can printed on sticky labels Avery 

Label 5164 or 'PRES-a-ply' Label 30604. There 
are 6 labels, at 3.5" x 4" per sheet.  

Updated 18 APRIL 2002
For your use, DLA has developed a label, based on the 
information required in Attachment 4 of the June 4, 
2001 ASD Memorandum. This is an optional form.
Please note that it also contains a block to check, if you 
are turning in housings where the hard drive(s) have 
been removed. This form can be printed on sticky
labels, i.e., Avery 5164 or Pres-a-ply 30604. 

http://www.drms.dla.mil/turn-in/dlis1867.pdf
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AUTHORIZED
SOFTWARE /DEGAUSER 

DEFINITION SOURCE

http://www.c3i.osd.mil/org/sio/ia/diap/infomemo.html

http://www.c3i.osd.mil/org/sio/ia/diap/infomemo.html
http://www.c3i.osd.mil/org/sio/ia/diap/infomemo.html
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2.2.  Software Available for Overwriting:

Listed below are products  that produce overwriting software tools.  
These products are currently in use by DoD Components and are considered 

to meet the minimum standards called out in this policy link on previous slide.  
Note:  This listing is not all-inclusive and there may be other products that 

meet the required specifications in addition to the products listed below.

The program names are hyperlinked – so just click on the name and you will be 
automatically launched to their home page to download the programs. 

• No Trace

• DataEraser

• UniShred Pro

• CleanDrive

• Sanitizer

http://www.comtechnologies.com/
http://www.ontrack.com/
http://www.ontrack.com/
http://www.lat.com/
http://www.lat.com/
http://www.accessdata.com/
http://www.infraworks.com/
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HARD DRIVE TURN-IN
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Usable Hard Drives (removed from CPU housings) will 
contain the following on DLIS Form 1867 :

• the hard drive serial number

• method of sanitization

• manufacturer, product version, date used or approved metal 
destruction facility

• printed name, rank/grade, signature and date

New Hard Drives (in un-broken packaging)
No labeling or certification requirement exists

Unused Hard Drives (not in original packaging)
The ETID/DTID must contain a signed certification such as "Hard Drive(s) has/have not been used".
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LABEL FOR HARD DRIVES

.pdf Fillable Form: http://www.drms.dla.mil/turn-in/dlis1867.pdf

.frp Form Flow Form: http://www.drms.dla.mil/turn-in/

http://www.drms.dla.mil/turn-in/dlis1867.pdf
http://www.drms.dla.mil/turn-in/
http://www.drms.dla.mil/turn-in/
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SCRAP HARD DRIVES 
When physical destruction is the method of disposition and hard drives are turned in as scrap, a 
label is not required. If the generator requires verification that hard drives were turned-into the 
DRMO, the generator will annotate the 1348-1A with the following statement:

“The residue, identified by this document, is derived from the processing of computer 
hard drives based on the requirements of the Assistant Secretary of Defense letter dated 
June 4, 2001 subject: Disposition of Unclassified DoD Computer Hard Drives.”
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PLEASE COMPLETE STANDARD FIELDS: 

• BOX 2. SHIPPED FROM BLOCK

• FIELD 24. (VERTICAL) DOCUMENT NUMBER 

• FIELD 26. VERTICAL. POC INFORMATION

“The residue, identified by this document, is derived from the processing of computer 
hard drives based on the requirements of the Assistant Secretary of Defense letter dated 
June 4, 2001 subject: Disposition of Unclassified DoD Computer Hard Drives.”
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ALL OTHER COMPUTER 
RELATED DEVICES



41

ALL OTHER COMPUTER RELATED DEVICES ALL OTHER COMPUTER RELATED DEVICES 
UNDER FSC 7025 LIKE:UNDER FSC 7025 LIKE:

MONITOR(S)
PRINTER(S) TONER OR INK CARDRIGES NEED TO BE REMOVEDTONER OR INK CARDRIGES NEED TO BE REMOVED
KEYBOARD(S)
SPEAKER(S) (1 PR)
MODEM(S)
MOUSE/MICE 
PLOTTER(S) TONER OR INK CARDRIGES NEED TO BE REMOVEDTONER OR INK CARDRIGES NEED TO BE REMOVED
EXTERNAL DEVICE(S)
AND ALL OTHER(S) WHICH DO NOT FALL UNDER THE CATEGORY 
OF CLASSIFIED, SECRET, TEMPEST OR HAZARDOUSCLASSIFIED, SECRET, TEMPEST OR HAZARDOUS--WASTE.WASTE.

FSC = Federal Supply Classification
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ALL OTHER COMPUTER RELATED 
DEVICES

FILL OUT DD FORM 1348-1A/2 PROPERLY
NO LABEL IS REQUIRED
NO SERIAL NUMBERS REQUIRED                    
(unless serial numbers required by your SSA/SUPPLY)
NO STATEMENTS REQUIRED (unless the item(s) 
previously contained hazardous fluids or materials –
please contact DRMO personnel for additional 
instructions)

REMEMBER:
EACH DIFFERENT NSN OR FSC REQUIRE IT’S OWN       

DD FORM 1348-1A/2
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CRITICAL FSG/FSC
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CRITICAL FSG/FSC

Detailed information to be read under:
Page 2-4

Click me
http://www.drms.dla.mil/publications/4160.14/II/c2.pdf

http://www.drms.dla.mil/publications/4160.14/II/c2.pdf
http://www.drms.dla.mil/publications/4160.14/II/c2.pdf
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LSN STATEMENT

PLEASE CONTACT THE DRMO TO GET 
ASSISTANCE FOR THE LSN STATEMENT.
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How to find out what 
Class your property falls 

under - using

http://www.fedlog.com/main.php

USAREUR (ARMY) ONLYUSAREUR (ARMY) ONLY

http://www.fedlog.com/main.php
http://www.fedlog.com/main.php
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MAKE SURE TO CLICK THE TANK
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MATERIAL CLASS CODE 
2 & 7

IF THE RICC SHOWS A “2” – DISPOSITION 
INSTRUCTIONS FROM 200TH MMC IS REQUIRED
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• IF PROPERTY IS CLASS II & VII

• AND THE RICC CODE IS “2”

• A DISPOSITION LETTER OR DISPOSITION INSTRUCTIONS ARE 
REQUIRED  FROM 200TH MMC

• CONTACT YOUR SUPPLY/ SSA OR PBO 

REMEMBER
AS SOON YOU HAVE THE DISPOSITION PACKAGE 

BACK – MAKE SURE THAT THE PROPERTY IS MARK 
FOR: DRMO  (Name -)  
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EXAMPLE OF DISPOSITION LETTER

SG4070

(DRMO (Name -) DoDAAC
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“TEMPEST” TECHNOLOGY 
ITEMS/EQUIPMENT

(T T I E)

Please read next slide for the definition of 
“TEMPEST” TECHNOLOGY 

ITEMS/EQUIPMENT (T T I E) 
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DRMS-I 4160.14, Volume II, Chapter 4
75. “TEMPEST” Technology Items/Equipment (TTIE).
See DoD 4160.21-M-1, Appendix 4, Category 11. 

Tempest is a term used to denote measures for preventing
compromising emanations (electronic/ electromagnetic) from electrically operated devices. More simply put,
TTIE has been manufactured with additional devices built in to prevent monitoring.

a. When examining TTIE at receipt, the property should be checked for “TEMPEST” markings. TTIE that has
TEMPEST application and is commercially available should have been sanitized (remove/declassify/
desensitize-items/equipment of all classified/sensitive data and software) by the generating activity prior to turnin.
The DTID should be annotated that the item has TEMPEST application and has been sanitized prior to turnin.
Consider this property as strategic list items, DEMIL code Q.

b. Upon receipt, challenge suspected Tempest Equipment to the generator. Annotate the generator’s
confirmation on the DTID. Document attempts of resolution.

c. The following indicators may assist in the identification of “TEMPEST” TTIE:

(1) Documentation sometimes is marked with the word “TEMPEST”.

(2) Attached SF Form 120, Reports of Excess Personal Property, cleared by DISA may reflect IT is
“TEMPEST”.

(3) Review of data plate on rear of property reveals the word “TEMPEST”.

(4) Manufacturer model number puts the letter “T” within the number, e.g., CPT Corporation, Model 
8000T.

(5) Equipment is embossed with “TEMPEST warnings”.

(6) Tags may be glued to equipment stating, “This machine processes up to top secret”, or lower
classification such as confidential.

d. When an item has been determined to incorporate TEMPEST technology and it was designed for military
use, ensure the item is to be completely mutilated to preclude further use for its original function. This includes
both entire end items and individual components, as applicable.

END OF TEMPEST DEFINITON
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LINKS
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LINKS
Just click below

http://www.dlis.dla.mil/PDFs/h2.pdf

http://www.dlis.dla.mil/PDFs/h2.pdf
http://www.dlis.dla.mil/PDFs/h2.pdf
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LINKS Please click the objects

http://www.defenselink.mil/

Basic and detailed Turn-In instructions

http://www.drms.dla.mil/turn-in/Instructions/instructions.html

This link contains the publications and regulation books usually in .pdf  format

http://www.drms.dla.mil/publications/index.html

Very good site if you need to look up FSC/LSN (4 first numbers from a NSN)

http://www.c3i.osd.mil/org/sio/ia/diap/infomemo.html

http://www.dlis.dla.mil/h2/

To see if your Safes, Compasses and other HAZ suspected items are acceptable for DRMO

http://www.drms.dla.mil/servlet/SaldForm

http://www.drms.dla.mil/turn-in/Instructions/instructions.html
http://www.drms.dla.mil/turn-in/Instructions/instructions.html
http://www.drms.dla.mil/publications/index.html
http://www.drms.dla.mil/publications/index.html
http://www.dlis.dla.mil/h2/
http://www.dlis.dla.mil/h2/
http://www.drms.dla.mil/servlet/SaldForm
http://www.drms.dla.mil/servlet/SaldForm
http://www.defenselink.mil/
http://www.defenselink.mil/
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If you would like to leave a positive 
comment?

Click the below link - Thank You!
http://pubweb.drms.dla.mil/cccsurvey/

Visit DRMS Home page at: 
http://www.drms.dla.mil

CONTACT
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Your patience and cooperation is highly appreciated 
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